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Who am |

» Jose Proenca

* Polytechnic of Porto, Portugal
* CISTER - Real-Time & embedded computing systems

* Ph.D. since 2011 from Leiden University, the Netherlands

« Research Interests

« Formal methods/verification
* Distributed and concurrent systems @

* Programming languages https://jose.proenca.org @
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Tuesday - 18th Wednesday - 19th Thursday - 20th
9h00-10h30 Introduction to V&V of | VVML: Specifying Workflows Symbolic Model Checking
dependable CPS for V&V Methods of Hybrid Systems
10h30-11h00 | Break Brea Break
11h00-12h30 An overv-letw to testing of Forrpal r(?quwements Deductive Verification in a
safety-critical CPS engineering Nutshell
12h30-14h00 Lunch & Ppster Lunch & Poster Presentation Lunch & Ppster
Presentation Presentation
An overview of relevant
: y :
14h00-15h30 >0 tware wpplemented Introd}Jctlon to Model afety and cybersecurity
fault injection Checking
standards
15h30-16h00 | Break Break Break
: : : An overview of relevant
16h00-17h30 ?lmulgtlon—based fault A V&YV framework for §tf)r|ng N P S
injection elements of V&V activities <tandards
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VVML’s goal

(==

:Requirements

(==

:SystemDescription

o

Users +
Development
team

Assessment of implementation of network communication_COMPLETED

«ArtifactFlow»
Regs

imulated fault-
injection of a
network link

Performance
report

:Report

Verification
team
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VVML - Formalisation




(Informal) Guidelines for correct workflows

Behaviour

Structure

» Act is executed when any
previous Act’ is finished

:|+o

 Nested calls are atomic
« Exactly 1 start & 1 stop

« Mandatory: input/output
sequence flow

« Mandatory: >1 output artifact
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(Informal) Guidelines for correct workflows

A v ‘y l
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More behavioural guidelines

4 ™ e mEmesEm - ---- . —
p o Action 2 |
| Action 1 }—PI - < . N >
\. J I Y 7 ™ 7 !
Action 3 | Action 1 | | Action 2 |
. "y pt v, N S
 Fork to start parallel « Copy artefacts
* Join to merge parallel * Do NOT join artefacts
7 ™
| Action 1 L_ - . - _IPart . CDTFILEEE-.
., r L ,
Action 3 |
7 ™ \. J
| Action 2 I” | - :I J @
p y -
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More behavioural guidelines

Action B1 }
' ™

Action 1
[ medium ) } |"~._ "y i . A
Action A Action B2 Action 3
' ™ \ J
| Action 2
A A
Action B3 }
« Start alternative flows « Join alternative flows
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Is it correct? 1/10

m1




Is it correct? 1/10 m1

“ result @
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Is it correct? 2/10




Is it correct? 2/10 .




Is it correct? 3/10




Is it correct? 4/10




Is it correct? 5/10




Is it correct? 6/10
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Continue online...

[m]:

https://
cister-labs.github.io/

coreVVML/

?H6 E
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Correct VVML workflow?

* (good structure)
* never blocks before reaching the stopping node

* never reaches the stopping node while
some activity is still running

» can always reach the stopping node
* never re-enters a running activity
« is able to start all of its activities @
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Correct VVML workflow?

* (good struct

What does it
mean
PRECISELY

to RUN?

 never block

e never reache
some act

* can always
* never re-ent

¢ IS able to sta




Core VVML - Syntax

[ . )

>. r m2 j
ai3 ao3
StopWorkflow E ________ . . _______ _»E
._»[—]] mi2 L m20
al

StartWorkflow mola
an O
StartWorkflow StopWorkflow
—> | f1 f2
molb
mil )
_______ _I
[%EF ______________________ y _ )
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Core VVML - Syntax & o om A

— |- » | . [ - > —
mi2 — P m20

<A7 I? \1/7 F7 Sra Sk) %7 -, O ’Y> Startvvaﬂow o :! StopWorkflow

— _J
A:{CLB,CM} F:{fl,fQ} _>:{<f17a3>7<f17a’4>7
I =A{fi} Sr = {miz, aos} (a3, f2), (a4, f2)}
\L = {f2} Sk = {aig,mOQ} T = {<mi27ai3>v <a037m02>}

a = {ai3 — a3, ao03 — as} @

v={} @
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Core VVML - Semantics (without artefacts)

r ai3 " ao3 j
Method State e e T M
< A S 7 FS > Start\lvaﬂow
az — ldle f1 — 1 U y
aq — ldle fg — 0 Idle

Activity Ready
State Run @

Done @
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Core VVML - Semantics (without artefacts)

(AS[a — Ready], FS) — (AS[a — Run], FS) (start)

v(a) =1 (end)
(AS|a — Run], FS) — (AS|a — Done|, F'S)

v(a) = ma mo executes

(AS[a = Run]. FS) — (AS]a — Done], 7Sy 1D

AS = {a+— Ready | a € m.I Nm.A}

FS={f—1|femlInm.F}
(AS, FS) = (_, @

) (init)
m executes @
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Core VVML - Semantics (WITH artefacts)

Method State - o . o =

(AS, FS|PT)

angce fll%l
CL4HIG€ fgl%o Idle

Ala —> 1 Activity Read
T state  [Run(PT) (B
ao3 > tq, S @
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Core VVML - Semantics (WITH artefacts)

(start)

fy(a) PT, C{p+— t, ] p € outpupt(a

(AS|a — Run(__ )] FS,PT) — (AS|a — Donel, F'S, PT PT,] (end)
v(a) = ma (mao, PT) ~ PT>
PT,={p—t|(p—t)e€ PT2,p € outputs(a)} (call)
ca

(AS[a — Run( )], FS, PT) — (AS[a — Done], FS, PT[PTa,])
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Core VVML Tools P

Core VVML o Diagram 3
httpS:// ; me:::ﬂt":i :1 Diagram (just data) 3
cister-labs.github.io/ fl ceop ot 22 o et vz Run (no data) c
cor EVVM L / Z :zr:_zogg:yes Trace: start-M1/a1, run-M1/a1, end-M1/a1—more, run-M1/more
. [ ipeedt
Simulate & 13 ;ethod M2t { E’Z?‘Z:teiz"s’ : :
Automatically check: 1) start fork f1 e ©
* Structure 14 fioat  adaf2 ad-vad wiimors
(weII-formed) 15 mi2=>a3.ai3 a3.a03=>mo2
| ®» | -
* Behaviour
(well-behaved) Examples gt "
Well-formed c T
No artefacts yet: Activity ‘a4’ has no output pins [@ M2].
* NOt UserI yet Well-behaved (no data) @

° Need Contracts Trying to enter "M2/a4" but state was not idle @
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VALU3S

Verification and Validation of Automated

Systems’ Safety and Security

www.valu3s.eu

ECSEL Joint Undertaking

Electronic Components and Systems for European Leadership
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